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Abstract: With the rapid spread of deep network generated fake face technology, criminals perpetrate telecom
fraud, manipulate public opinion, and disseminate obscenity by forging face images and videos. How to effi-
ciently and accurately detect fake faces from massive data has become a research focus. In this review, we sys-
tematically summarize, analyze and compare the current deep network generative forgery face detection meth-
ods from two fields: generative forgery face image and generative forgery face video. For the forged face im-
ages, the detection methods are introduced in detail from five categories: digital image processing foundation,
deep feature extraction, spatial domain feature analysis, multi-feature fusion analysis and fingerprint detection.
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The detection methods of fake face videos are also discussed from four categories: physiological signals, iden-

tity information, multi-modal and spatio-temporal inconsistency. The analysis shows that the generalization

ability of the current deep network generative fake face detection method needs to be improved. In future re-

search, we should focus on improving the cross-dataset generalization ability, accuracy and practicality of the

model, so as to better prevent the spread of false information, protect personal privacy and maintain network

security environment.
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UADFV HlE4E & 49 AESCAUN, 004
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AWM G EDLE

R FEI Ik (W= (3=
Zhang %5193 3DCNN FFIEHEH XFHUE A 2] 0z A S TR B AR AL B T
FTCN®4 FTCN FIsF [ 25 46 % 4% AU TR 2 X T A E LR —
SDTE ey P8 TR 48 DX I ) i 2 A8 — B I gk T AR R R XoF e SO DAy ek 140 365 A
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H thik

UADFV1%2 49 49 il https://arxiv.org/abs/1812.08685
DF-TIMIT! 0 49 A https://conradsanderson.id.au/vidtimit
Faceforensics++! 1000 5000 L https://github.com/ondyari/FaceForensics
DFDC!oY 23 564 104 500 LA https://github.com/bomb2peng/DFGC_starterkit
Celeb-DF 590 5639 LA https://github.com/yuezunli/celebdeepfakeforensics
Deeperforensic-1.01%%! 50 000 10 000 A https://github.com/EndlessSora/DeeperForensics-10
FFIW-10K 10! 10 000 10 000 A https://github.com/tfzhou/FFIW
Wilddeepfake*®® 3805 3509 A https://github.com/deepfakeinthewild/deepfake-in-the-wild
iFakeFaceDBM"! 494 414 330 000 [ESFEA https://github.com/socialabubi/iFakeFaceDB
PGGANM! 0 80 000 ESEEA https://github.com/tkarras/progressive_growing_of_gans

DF-TIMIT 55 2 7E VidTimit 454 320 4~ B 52
PR el AN Yy, ELHE 320 MK 5T & A4 AN
320 4~ AT . UADFV Fil DF-TIMIT %4 S0
T GAN I IRE A th s AR, E1T]
() DR 1 P 2 e B — A ) 5 T S RIS, 2
FH TR A A i 11 2.

(2) Faceforensics++

AR B e S 2 Y TS 0 R AR A 3R T i A
v B A ARG A RCR, (R AL B S A BRCE 4 T i
i, HAhE2mldg /. ik, Rossler 2000 H T 1k
T A I i B £ 1) Faceforensics++ 5 8, HiAE
YouTube [ F#T 1000 MFIAIAR, i FSGAN,
DeepFakes, Face2Face, NeuralTextures F1 FaceShifter X
5 F Se i i APt 75 i 4R A 5 000 24P s Ak
A, FSGAN Ty ik 45 HCR A %) 75 245 A 1) T
DX 3T 75 3 H ARG, DeepFakes A 2 1~ H
L g A, A3 5 R I 2 v R A H bR
T R 14 . Face2Face &= — Nl FREL T 6, W]
DL at-E W IOPN SR S RS R A PN 3l ol
It BAREE HAR N B3 75, Faceforensics++%
PR IR R, B A AR AR 2, 1R
22 Phy it N e 0 A5 80 A T2 B s AR U i A, (B
B A G, B LA (8 45 40 4
S A 2R T

(3) DFDCH?Y

DFDC # 4 B A AL K, & A TF AT Y
NI th s AR, Ak A 3 426 4442
[ 100 000 LM, {1 JLFH DeepFake . 4T
GAN M4 NTH, FSG, FSGAN fil StyleGAN,
& Z M thiE NS, JF BT s 24, AT
HE) B E L B A g 5, (HRM Y PR i T i A
I, Nz shit B hsg.

[99]

(4) Celeb-DF

Celeb-DF ##E4EH 590 S ELSZALM AN 5639
A P SRR A 1 44 N 1 5 P s A0 4
BGPTSR R TE YouTube /20 JFAGAR
B, AL RS A R AR S A A AN A TE], AT
oS RN L T SRR DL RS SR A R
A Ak WOHE T 2 A A S A A A O R 1Y
TEOL, BRI MPEGA4.0 #8358, BAREIE
SR AR T, (i T HBAE RN, B
BTV ATRE A o A AN 38, DR AS i 2 B 0 4
IR O ARG ARG I ARE 2, 38 % T 47 B A 0 4
MK, DAVEAG BRI 972 fk fig

(5) Deeperfrensic-1.01%%

Deeperfrensics-1.0 234 f KA G O 18 K6
R4, 3 60 000 LM, i 17 600 000 M4
B, HBCERIBOR A R R LE, JF5 100 & 14)
Pt 125 F E UM, [R) B AR A AATT Y T
PR, A FH AR 2l o B8 4 MBS L 52 3 s i
P, A 0] R A7 3] —Fh L B4R Sh IR A i 8L
PEAEFLA R i ORI B AR A, R
A R A — | BRSOk 2T A

(6) FFIW-10K 1%

FFIW-10K 8584 10 000 45 J 2 19 Th i A1
SR 10 000 4™ FLAEAA, T34 53t b A 3 i AR 1A
%, HeEpted e asn, Bamay e, A
N LA AR, 280 4 78 BF A MR I g A0,
PRI AL & 24 N SEAR B A 5] (1) 56 g 1)
M YouTube 482 — 10000, B4 5 1% 4 4
Gi—1m B, A R B RELIE B — A 125
B, BAbrEA T K212 0004751, K H AR
TR EBARAE 19 SR AR LA, 55 2 A B AR A L
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(7) Wilddeepfakel'%®

W, B BB S AL Y B S D
B R IR A OE T O PR A R g s, iR
AR R B Oh Al ARG B R AR R, BT A e D
T AT s B, I ELABCO 1 i 4
SRR N SE R, WA % R BT e 5 AR AT AN
P, SRR = SR E R

Wilddeepfake ¥4 4 Hi 707 4~ 5¢ 4 A H 1B ™) I
WA Dh i AL B, A3 T 3 2R 3
B AR REShAE, SN T LS AR, RO
H B AR AT 22 Tl S ) 28 TR0 RS DA e A 8 1
HAE, T LA A 8 Oh s ARG A A R 2 R A
), HZEE U Sh i o o b, (H2,
Tz AR D, s E A, gk
H R AR TR A T o A R A AR

(8) iFakeFaceDB!""!

T Z AT A 42 B Dt Dt ad T I i,
N TR R R B T, Neves S5O 3
T GAN F84r: bk A sh4mfi 25 i) /71 GANPrinter. %
J7 Bl 25 R [ 3l 4 A 4% (auto-encoder, AE) Il %k
KGR, AE T LIRS B EG RS54 AR
S R 36 B 50 HE it B ) PR A B RS, X
. Faceforensics++Z8{h & A G EIE4E, GANPrinter
ERYN A BB £ RE A5 (8 B 1Y) PR s ARG G ) A
TR 4G I RE Wk & I, iFakeFaceDB %44 4 i
GANPrinter #2905 aL, FL4A 87 000 i th i KA,
WA H L ER.

(9) PGGAN[!

PGGAN %i4f 4 J&fifi | PGGAN Fhid A A= %,
AL B 80 000 R fhiE AN E&. 5 ZHi GAN
T AR, PGGAN SR Y28 A K iy 5
K, MRS HERIF RN G 2%, SR )58 25N 53 3
R DITE AT oA i o BER R R X R T IA AT LA
A B v SN 0 A T, AN SR TR T R
JE L[R2 2T A s G R GAN $2
THZ, HIERS PR T INGEEER, (HEE]
P UG B LS, T — R AES.
52 XIGHER

DA RS I ASE 7R M RE RS, 38 B SR FH MR R N
AUC 1ERTEAL bR, TR R 2 —Fh &0 B &7 8 )
VAL BE 5, BEAS B B 25 AN K DU 4% 76 BT A REAS v IE
W2 Ll EARZEIT, FRillJe Y IE A
B AE X A B, e bR R BORS ME R A R
b, SR, AT BRI SE AT, Y284 S

e S Z A AT REAATE R 22 5. DR A Al
T AT BE 2 1) TR U 20 O REAS BT o L 9 B
B AHEAT S, DU HERG R ] BE S RIS R A 25
W, XFREE G TG TR R M S MR [ SR A T
AP RIPERE, TETIA AUC 1ER I —
WP FEFR. AUC J2&3Z i3 TAERFE I 2E (receiver
operating characteristic curve, ROC) | ¥ 1 f, ROC
i £k 52 BLAEAS [R] B T B PH A R S R BH R 2 [
MR, AUC B2 1, RIS 2a8 1M RE BBk,
WA, AUC X FAb BEAS - i B 45 L 5=
I B E . XORPS AUC X4 ROC
i Ze i R B — 2 By RN, T DAAE AN A I 25 1 fe
B, R EAR R AE Sy B B A, LA RIS T
FEAST-1 1)1 5t 7075 JEBUE 4R 22 | R A AN 1
BEPERTE LT, [ AUC X —PEM48FR, LAATE
PP A R A [ 400 A 2R L.
5.2.1 A EhE AR UG AT

PPt Faceforensics++(fAifR FF++) 54 LT
L ORIIEZ I ML B W O e X o b N iR LU i R A
GA AR LR IRAh g5 . B, Phad AR g A
BRI AUC F54RE #E 3T 99%, Nk 11 iR, H,
SBIBUR AL AUC ik 99.64%. T 75 H Ah i Pi
B LRI, SRS T a mnyEE, Hi
W AE#f R TR E. R 12 FroR b AS Rl AL 7E
CelebA $#li£E L SZ0 452K, CelebA Hdi 4 i o
T Z MRS GAN 2244, 41 ProGAN, SNGAN,
Cramer GAN %¢. WJLIFE H, KEZHBIRIIEZE s
A5 T ARSI A SR 2 ) 90%. (HAS — 322,
T vu ZEPN R LR T GAN A RS rh 5 2,
I AE CelebA $idfa i b HOAG I HER F8 155 99.42%.

T ATERE FRF++EURE LMSTRER %

LAY biRES AUC
Ocfakedect!*! 88.24
Capsule-Forensics!*! 93.11
Face X-ray™ 98.52
SBI®Y 99.64

FT 12 7 FHIRBFE CelebA BIBE LT ER %

T % AUC
DeepFDI?4 87.10 84.40
CFFNE! 96.76 90.96
Gram-Net!"! 93.35
Yang %54 94.13
Yu M 99.42
Guarnera 25162 90.22
FingerprintNet(®4 92.60
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2 13 FIon A Pl A GRS I ASE 0 /6 R [R] GAN
B ER SR EE . nTAE H, K2R AR
KB RIERREAE GAN Az sl Eicdis 4 1 HAS B 47 ks
e R, HrP R @ Barni 252 H
MR, JLAE StyleGAN2 $E4E 1 AkA% T 99.7%1
WERR. N T RAER R A AL BE 1, o ] — A
FERF RS LA TS08, % 14 FRh 12 Fhis
RUFE AR R BESE ERTERE LR E:. AT LB, 2 kfE
FE U R R A 5 VR R g 97.84% 1 Nataraj %5128
BRI HER 2y 96.73%HY Nowroozi BRI L)
K AUC g 99.64%1) SBISUREIEL: 17 {LAE J1 45 2% 1)
A DeepFDPEi#I, HAE DCGAN Hdis R 151 A

[ 324V 84.42%, £ WGAN-GP ¥4 7 [m] =4y
41 83.51%, [AlkE Ocfakedect!* i %I 7 Face2Face %
PEEE 0 B 2Rl 71.27%.

#* 13 GAN £ HEERE LRIKIWEER %

A GAN %#E 4k TR AUC
DeepFD[?4 LSGAN 93.20 90.30
FDFtNet!* PGGAN 90.29 95.98
Yang %554 PGGAN 94.13
Nowroozi 410 StyleGAN2 96.73
Barni %2 StyleGAN2 99.70
Guarnera %62 StyleGAN 99.31
Nataraj %5281 StarGAN 93.42
T-GDB! StarGAN 97.32

* 14 EAREGENREERRESZUMELR

"~ W P RE/% " - PEREI%
L7 LGRS iR PGS -
it P A IR ERH AUC W% P % R WEHE AUC
LSGAN 94.74 9222 Deepfake 98.66  98.49
DCGAN 87.12 84.42 NeuralTexture  97.33 88.63
Ocfakedect!!
DeepFD!?4 WGAN 83.87  84.75 FaceSwap 85.93 86.45
WGAN-GP  81.84  83.51 Face2Face 71.22  71.27
PGGAN 92.63  91.84 Barni 4142 StyleGAN2 99.77
Nataraj %8 StarGAN 97.84 FF++ 93.11
s Capsule-
[30]
Nowroozi 45 StyleGAN2 96.73 Forensics* Face2Face 90.36
PGGAN 95.87 FaceSwap 92.79
StarGAN 97.32 FF++ 98.52
T-GDF
StyleGAN 97.83 DFD 95.40
Face X-ray®”
StyleGAN2 97.71 DFDC 80.92
PGGAN 90.29 95.98 Celeb-DF 80.58
FDFtNet®  Deepfake 97.02 99.37 FF++ 99.64
Face2Face 96.67 98.23 CDF 93.18
BigGAN 90.92  86.53 DFD 97.56
CFFNE! SA-GAN 93.06  93.61 DFDC 72.42
SN-GAN 93.48  90.03 DFDCP 86.15
StyleGAN 95.51 FFIW 84.83
o CelebA 89.26
Gram-Net!"!
PGGAN 92.28
FFHQ 90.00

LE L RTIR, Dhi N A I 1 7 P A5 R A A
RS T R BCR, (BT TR X AN [ 28 R R
SICHE S I 18932 A AT SR SR R SR BE 5 A e 11 B
J7 1)

5.2.2 Al it A AR ARG

15 M1 16 It 7 o D i N\ RS AU ARG N4 0 7
KT 55 B SE B 4 2R, BT 25 5 A NI LA 2
Bt i, 3 15 Fras oufE FR++8dn 4R 1 6 Ah
VAL A R4 BE XS HE. AT LA, T1PNet!®lsi

) AUC JA 3 T 99.95%, 7 i si#k s, SR,
N FH TR A S AN B e S I, — SRR A R
R B S B R P RE B 35 T %, DL FR++5dis
2NN IERE Y HCILPEE R Celeb-DF % 4E I
VSZPL T 79.0%019 AUC, TWifeE FFR++%5d4E Fi
AUC #HIEik 98.32%; JLF SR AR,
FTCNEE A 3L T i93Z AL RE J1, Bl Tix
JS IR 3 B T B A TR ROk S B L
PR R CR A X AR, SR 16 W LA th, A)
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IRz AL RE 1 R BUAS —, HR i 45 0 75 A ) 550805 4
FrytERER I, FakeOut® SDTIHI HCILP M £
MEHEE LRI T &K AUC, R A R
bt J1; M, ID-Reveal "l TI2Net!®SI 7 5t s 5 42
I rERE A xR 22, BRI E M LR

=15 6FEAAE FF++BIEE LN ER %

el TR AUC
ID-Reveal™ 78.32 87.04
T1°Net®! 99.95
ST-M2TRE™ 96.71 98.23
FTCNP4 99.75
SDT! 97.04 99.85
HCILE 97.92 98.32

*16 7 HRABHIESZHMEEER

B Hl g i

MIHTTES AUC

DFD 81.83 90.03

ID-Reveal™ DFDC 80.44 91.04
Celeb-DF 64.45 80.06

DFD 72.03

p— Deeper 76.08
CDF1 66.65

CDF2 68.22

ST.M2TR™ Celeb-DF 95.53
SR-DF 86.74

FaceShifter 99.52

FakeOut!® bFo 99.95
Celeb-DF 72.85

DFDC 75.17

Celeb-DF 86.99

- DFDC 74.03
FaceShifter 98.82

DFo 98.85

Celeb-DF 91.73 97.26

SDTE! DFDC 97.44 99.14
FaceShifter 98.64 99.88

HCILET Celeb-DF 98.31 79.06
DFDC 98.34 69.29

S N GO R B = PNk B il L RIERN
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Kok, GAN K& i . ZAAS L S H T 0 K,
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(2) A O A R AG A R A 45 5 287
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UCRRAE ARG I 3 . T 2 () BsR A AG 0 Oy 72 L 26T
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X-ray Fl PRNU - {2 Mo g2 7+ 1 4G I ASE A i) v
PE. LT GAN G AR soi ki 7 i, ML
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AR Ty . BTG S AN PPG gk
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AN—FPE. T B3 A0 A5 B Y Ty Tl T AR A
NHEEBEE HiE8h, KSIAGRIERR, S
Xof Ay AT ARG . 35 T SRS 1 TR A5 B L
AT AN AR 2 R0 S, R AS [ 2R ALY O, E
8T B RUR . BT 28 R — S0 5 3 R A
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